DE\/CORE

SECURITY
CONSULTING

My journey on SMBGhost

Angelboy

. angelboy@chroot.org

. @scwuaptx



mailto:angelboy@chroot.org
mailto:angelboy@chroot.org

Whoami

* Angelboy
* Researcher at DEVCORE
» CTF Player
« HITCON /217
* Chroot

 Co-founder of pwnable.tw

e Speaker
» HITB GSEC 2018/AVTokyo 2018/VXCON

HHMREBLE. TH


http://pwnable.tw
http://pwnable.tw

Outline

* Introduction
* Vulnerability - CVE-2020-0796
 Exploitation of SMBGhost
 From crash to arbitrary memory writing
 How can we get code execution from arbitrary memory writing in the past

 Method 1 - System root hijack (heed some condition)

 Method 2 - Abusing MDL
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Introduction

 Server Message Block (SMB) £ Windows R BEHEEZNHE » EAXLR
EZHSE Windows FLETE 445 port RNGERNGE » EEEPEETER

e MS17-010

* EternalBlue
 WannaCry

* CVE-2020-0796
« SMBGhost
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Introduction

» Server Message Block (SMB)

Client Server

Negotiate request

—

—>

Negotiate Response

‘—

—

Session setup

—

Session setup resp

k

[C—

Tree connect

E—

Tree connect response

Open\Read ...
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* Vulnerability - CVE-2020-0796
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SMBGhost

Vulnerability

e Environment
e Windows 10 19H1, 19H2

« SMBCompression

« SMB 3.1.1 12FIAZ 1B ¥ data & command BYER4z
* Protocol ID : 0x424D53FC (\xfcSMB)

« RZE smb HEHAIEZ (\xfcSMB) M= A decompress 2REZBER TN
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Introduction

» Server Message Block (SMB)

Client Server

Negotiate request

—

—>

Negotiate Response
<—

Compress Session setup

Compress Session setup resp

Tree connect

Tree connect response

Open\Read ...
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SMBGhost

Vulnerability

« SMBCompression Header

The SMB2 COMPRESSION_TRANSFORM_HEADER is used by the client or server when sending
compressed messages. This optional header is only valid for the SMB 3.1.1 dialect<69>.

1 2
o1 2 3 4 5 6 7 8 901 2 3 45 6 7 8 9 01 2 3 4 5 6

Protocolld

OriginalCompressedSegmentSize

CompressionAlgorithm

Offset/Length
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SMBGhost

Vulnerability

« SMBCompression Header

* OriginalCompressedSegmentSize

» [RIR B4R SHRRI A/

 CompressionAlgorithm
RumEE R LZNT1/LZ77/LZ77+Huffman

nm >~

I

Fm)ﬂ

4BEE ST Negotiate HI AL ER

>t

. ATFHYEE
» Offset/Length

« Data FRFHIRER4ERY offset
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SMBGhost

SMBCompression Header SrV buffer

iF -

B A
A8 4

0

i

:
Decomprass

0
0
0

s

DEV/CORE .




Srv buffer
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SMBGhost

Vulnerability

o srv2lsrv2DecompressData
* |Integer overflow when it allocates decompress buffer

e | ead to out of bounds
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Vulnerability - SMBGhost

typedef struct _ALLOCATION_HEADER
{

O
PVOID buffer;

[/ .
} ALLOCATION_HEADER, *PALLOCATION_HEADER;

Buffer size = OxfffffffO + Ox100=

Srv2DecompressData(){

OxfO

(ALLOCATION_HEADER)decompress = SrvNetAllocateBuffel

ﬁ?gTATIS status = SmbCompressionDecompress(
CompressionAlgorithm,
compressdata_ptr,
decompress—>buffer+offset,
OriginalCompressedSegmentSize,
&FinalCompressdSize)

R Ll

if(status < @ || FinalCompressedSize != OriginalCompressedSegmentSize){
SrvNetFreeBuffer(decompress);
return;

I3

if(offset > 0){
‘ memcpy (decompress—->buffer,header + sizeof(compress_trans_header),offset);

}

DEV/CORE .



Vulnerability - SMBGhost

typedef struct _ALLOCATION_HEADER

{
/] e
PVOID buffer;

[/ .
} ALLOCATION_HEADER, *PALLOCATION_HEADER;

Buffer size = OxfffffffO + Ox100=

Srv2DecompressDatal(){

NTSTATIS status = SmbCompressionDecompress (
CompressionAlgorithm,

' decompress—>buffer+offset,
= 0riginalCompressedsegmentolze
&FinalCompressdSize)

if(status < @ || FinalCompressedSize != OriginalCompressedSegmentSize){
SrvNetFreeBuffer(decompress);
return;

I3

if(offset > 0){
‘ memcpy (decompress—->buffer,header + sizeof(compress_trans_header),offset);

}

DEV/CORE . Out of bound

i Decompress

Data

R Ll

OxfO
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 Exploitation of SMBGhost

 From crash to arbitrary memory writing
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Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

» & Driver Z2E access user {EiE R buffer B » B RIAEENTT driver AY thread
Eﬂ user request thread R~ [Eg& user buffer 7£ page out | » [X A driver
IRQL >= 2 A= H paging » A AJEEE A IEME access Zl » [AILE
Windows iz F5I#EFE T 3K access user data

e Buffered I/O
e Direct I/0

 Neither Buffered Nor Direct I/O
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Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

e Buffered I/O (read)

l )

DEV/CORE .

Complete
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Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

e Buffered I/O (write)
AIIocatg

DEV/CORE .
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Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

e Direct I/0O

/

It will use kernel buffer to accesss data

DEV/CORE .



Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

 Direct I/O

/

It will use kernel buffer to accesss data
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Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

 Memory descriptor list (MDL)

o MU —EXEAEE LB @ IR EL physical address (B 'FE AN iEAE) ¥ EAVAGTE

o FEMHR I/0 121F > {FHIFZE1E{HEAY Virtual Address lock {£15:%5C 156

[EEZE A non-paged  R{F4EREBSE unlock  EiZac|ER= & ExE (0] paged
» Virtual Address P] & User Mode 3§ Kernel Mode

« tR]AAKL DMA (Directly Memory Access)
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Exploitation of SMBGhost

MDL
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Exploitation of SMBGhost

¢ MDL
0x0 |
0x8 | e Next ( MDL)
0)¢:|
Oxc e 5@ F—1E MDL 4% > HIR
Oxe UserBuffer & A B 480V E a0 [ ES
Ox10 EEEE%%
Ox18
e Size

1) @40
0x28

e 3% MDL structure B9/ » BGRRR
R E% physical address Y=

Ox2c

) &0

DEV/CORE .



Exploitation of SMBGhost

e MDL

0x0
X8 « MdIFlags
Oxa i
Oxc

o H#MEZ MDL ARRS > YRR

Oxe

* Process ( EPROCESS)

0x10 |

0x18

e 3% Virtual address FR/EHY
Process #5518

0x20

0x28
Ox2c

0x30
DEV/CORE .



Exploitation of SMBGhost

° Mdlﬂags /* MDL definitions */

#define MDL MAPPED TO SYSTEM VA 0x0001
#define MDL PAGES LOCKED 0x0002
#define MDL_ SOURCE IS NONPAGED POOL 0x0004
#define MDL ALLOCATED FIXED SIZE 0x0008
#define MDL PARTIAL 0x0010
#define MDL PARTIAL HAS BEEN MAPPED 0x0020
#define MDL IO PAGE READ 0x0040
#define MDL WRITE OPERATION 0x0080
#define MDL PARENT MAPPED SYSTEM VA 0x0100
#define MDL FREE EXTRA PTES 0x0200
#define MDL DESCRIBES AWE 0x0400
#define MDL IO SPACE 0x0800
#define MDL NETWORK HEADER 0x1000
#define MDL MAPPING CAN FAIL 0x2000
#define MDL ALLOCATED MUST SUCCEED 0x4000
#define MDL INTERNAL 0x8000

DEV/CORE &,



Exploitation of SMBGhost

e MDL
)0,

0x8  MappedSystemVa

1) €]

* 5% buffer BUEEIRN B

(1) (¢

Oxe

0x10 o StartVa

0x18 |

» % buffer FEBHRY virtual address Y

0x20 | 788 (page alignment)

\ W |

0x28

Ox2c « 1] PATE user space g, kernel space

) &0

DEV/CORE .



Exploitation of SMBGhost

e MDL

 Physical Address

» 5% buffer PT¥TFEZEIAY physical
address

T >> 12 BHETEAN

e £ Map MappedSystemVa B >
=5z PA map 2l EREC|EEE L




Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

 Neither Buffered Nor Direct I/0O

 The operating system passes the application buffer's virtual starting address and size to the

driver stack. The buffer is only accessible from drivers that execute in the application's thread
context.

* only highest-level drivers, such as FSDs, can use this method for accessing buffers.

=

o (FRAFFWEFTEBAMEESEN user space » BARFTEREER AR buffer 2B EIR user
space  JmifEE 25 ERRUE

e ProbeForRead

e ProbeForWrite
DEV/CORE 5%



Exploitation of SMBGhost

Methods for Accessing Data Buffers in windows driver

e SMB uses Direct I/O

» Receive and response buffer ={£FH MDL &gl

¢ IR1BEIFED tepip.sys KIFIE

« A[ERA DMA I\ R Hig)

DEV/CORE &,



Exploitation of SMBGhost

From crash to arbitrary memory writing

SrvNetAllocateBuffer()
+ SMB F{EARICIEREE A FH srvnet.sys FREIE

 Receive & Response buffer

» Za0ERSEIE{EH lookasidelist ZREIERENRVGCEREEIR - 2 ECHFUIR lookasidelist
@SR free block FLE{EHZa0 ERE E R

« Size B4 [0x1100,0x2100,0x4100,0x8100,...,0x100100]  #HEA/)\ Freed block
25 A B —1E linked list B » 24MS{@E CPU #3248 B 2IB1THY lookasidelist

« BiE8I{FEH &4t8Y ExPoolAllocate

DEV/CORE &,



Exploitation of SMBGhost

From crash to arbitrary memory writing

e SrvNetAllocateBuffer Allocation Structure

» FHZREHE srvnet T BCHVGECIRES @ IRAVASTS - BE 70 B ZRY buffer i 2

B—1E

» SrvNetAllocateBuffer(...) FT[El{E Y2 %55 1H

° ,'\,\11ﬂ33\ EED

BosstaFr[el{ERYALE -

“aie > MAEEALRECIERER

DEV/CORE &,

=% function Aff[o]f&

E/]Ena‘ E_%:'IE



Exploitation of SMBGhost

From crash to arbitrary memory writing

 SrvAllocStruct

Ox8
Ox12 ﬁ
0x14 | » Inused flag Z&/Ts% buffer & freed B2 [E1E(F
=
Ox18 | |
0x20 * Lookaside index
« 7F lookaside list By index
0x50  Allocate CPU

o DECEFEY cpu number

DEV/CORE .



Exploitation of SMBGhost

From crash to arbitrary memory writing

e SrvAllocStruct

0)¢s
Ox10 e Buffer
0x12
0x14 s 2P EIENECIEEERIR - U E(EARF
= FHAY buffer
O0x18 f
0x20 | ¢ Size
e 3% Buffer B9/
0x50

DEV/CORE .



Exploitation of SMBGhost

From crash to arbitrary memory writing

e SrvAllocStruct

0x8 |
0x10 e MDL
0)'q P
Ox14  IgMO)fE#L% buffer B MDL - 1E1MGCIERSE
2 FiEHEREERZ MDL » KRIMEC|E
018 FET
 Next
N ‘ « 5@ F—1% Freed SrvAllocStruct

DEV/CORE .



Exploitation of SMBGhost

From crash to arbitrary memory writing

NetBufferLookasides structure

SrvAllocStruct

srvnet!SrvNetBufferLookasides

LookasisidesList[cpu_cnt]

—>

LookasisidesListEntry

DEV/CORE .




Exploitation of SMBGhost

From crash to arbitrary memory writing

NetBufferLookasides structure

SrvAllocStruct

! srvnet!SrvNetBufferLookasides

LookasisidesList[cpu_cnt]

LookasisidesListEntry

memory pool

[0x1100,0x2100...]

DEV/CORE .




Exploitation of SMBGhost

From crash to arbitrary memory writing

NetBufferLookasides structure

SrvAllocStruct

srvnet!SrvNetBufferLookasides

foerent Cp has different Iist‘ |

" LookasdesListiopa o ]

LookasisidesListEntry

DEV/CORE .




Exploitation of SMBGhost

From crash to arbitrary memory writing

NetBufferLookasides structure

srvnet!SrvNetBufferLookasides

LookasisidesList[cpu_cnt]

LookasisidesListEntry

DEV/CORE .

The return of Allocate

SrvAllocStruct ,



Exploitation of SMBGhost

From crash to arbitrary memory writing

NetBufferLookasides structure

SrvAllocStruct

srvnet!SrvNetBufferLookasides

LookasisidesList[cpu_cnt]

LookasisidesListEntry

Used in tcpip

DEV/CORE .



Exploitation of SMBGhost

From crash to arbitrary memory writing

e SrvNetAllocateBuffer Allocate

o WNER38 A TE SrvNetBufferLookasides 2@ S B buffer » Bll={E R & 484
EEESD B EE 5B ExPoolAlloacate O fig buffer + SrvAllocaStruct+ MDL X

J)\BN ZE ]
o if% SrvAllocaStruct &2 MDL #Ji&81E

 SrvAllocaStruct & MDL & #E:% buffer RBiE
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Exploitation of SMBGhost

From crash to arbitrary memory writing

ExAllocatePoolWithTag

DEV/CORE .




Exploitation of SMBGhost

From crash to arbitrary memory writing

Initialize MDL
& SrvAllocaStruct

DEV/CORE .




Exploitation of SMBGhost

From crash to arbitrary memory writing

Decompress buffer w~———g» |

DEV/CORE .




Exploitation of SMBGhost

From crash to arbitrary memory writing

Ret of SrvNetAllocateBuffer

DEV/CORE .




Exploitation of SMBGhost

From crash to arbitrary memory writing

Backdoor ?

CTF Challenge ?

DEV/CORE &,



Exploitation of SMBGhost

From crash to arbitrary memory writing

 We can craft a special size to use the vulnerability to overwrite Buffer pointer
first

» After decompressing, it will overwrite the buffer pointer with target
address

* |f it decompresses successfully, it will copy the data which uncompress
from the original data to the bufter.

 [hatIs, we can do arbitrary memory writing !

DEV/CORE &,



Exploitation of SMBGhost

From crash to arbitrary memory writing

Flag | Index | CPU

DEV/CORE .




Exploitation of SMBGhost

typedef struct _ALLOCATION_HEADER
{
[/ asa
PVOID buffer;
[/ aaa
} ALLOCATION_HEADER, *PALLOCATION_HEADER;

Srv2DecompressDatal(){

(ALLOCATION_HEADER)decompress = SrvNetAllocateBuffer(OriginalCompressedSegmentSize + offset);

NTSTATIS status = SmbCompressionDecompress(
CompressionAlgorithm,
compressdata_ptr,
decompress—>buffer+offset,
OriginalCompressedSegmentSize,
&FinalCompressdSize)

if(status < @ || FinalCompressedSize != OriginalCompressedSegmentSize){
SrvNetFreeBuffer(decompress);
return;

{if(

memcpy (decompress—>buffer,header + sizeof(compress_trans_header),offset);

DEV/CORE .



Exploitation of SMBGhost

typedef struct _ALLOCATION_HEADER
{

EVOibkbuffer;
F ALLbCA%iON_HEADER, *PALLOCATION_HEADER; . .
Arbitrary memory writing

Srv2DecompressData(){

(ALLOCATION_HEADER)decompress = SrvNetAllocateBuffer(OriginalCompressedSegmentSize + offset);

memcpy(target,original data,offset)

1T({STatus < v || rinalLLompresseasize !'= UriginalLompresseasegmentsize)y
SrvNetFreeBuffer(decompress);
return;

(

offset > 0)
memcpy (decompress—>buffer,header + sizeof(compress_trans_header),offset);

DEV/CORE .



Outline

 Exploitation of SMBGhost

 How can we get code execution from arbitrary memory writing in the past
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Exploitation of SMBGhost

How can we get code execution from arbitrary memory writing in the past

* Abusing the HalplnterruptController
e |AT Overwrite

* \We need bypass KASLR and read only protection

DEV/CORE .



Exploitation of SMBGhost

How can we get code execution from arbitrary memory writing in the past

* Abusing the HalplnterruptController
« HAL (hardware abstraction layer)

* A loadable kernel-mode module (hal.dll) that provides the low level
interface to the hardware platform

* hide the low-level hardware detalls from drivers and the operating
system

e |/O interface, interrupt controller ...
DEV/CORE 5% ne



Exploitation of SMBGhost

How can we get code execution from arbitrary memory writing in the past

* Abusing the HalplnterruptController
* HalplnterruptController
 We can overwrite HalpApicRequestinterrupt to control RIP

* |t will be called quite frequently by windows

e £ Windows 8 ZFHJ HAL Heap AEFEH A& :Er] E rl#H17 » ELERAF shell
code T E FEPLEAERIF

e EternalBlue



Exploitation of SMBGhost

How can we get code execution from arbitrary memory writing in the past

* Abusing the HalplnterruptController

. Win 8 218 » HAL B\ rliE I A A #1T » $#&Hl RIP 18 » EZ| shellcode #
1TESHEHEFTZ

o [AUL18KIBFAEEE4ETE DEP BB AR shellcode

e AA7TE windows H > 4 ROP &A1& linux R ABIZEA H{ER APl Biils
token > FRLAZNER BT LARE shell code E:EF|HEER Z

DEV/CORE %



Exploitation of SMBGhost

How can we get code execution from arbitrary memory writing in the past

* Abusing the HalplnterruptController

e 7£ Windows 10 1703 ZAi » HAL heap I BEEE7E Oxffffffffffd00000

« SMBGhost £ 1903 & 1909 : HAL i B&E3A5FaA|

DEV/CORE &,



Outline

 Exploitation of SMBGhost

 Method 1 - System root hijack (heed some condition)
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Exploitation of SMBGhost

System Root hijack

« 78 SMBGhost (FEE AR »r A EHIEE tcp » #)A{E target tz3 L - B
(O EE > Fft B ZRIEEZEMNEOUE » EBEEEBEAMNARERE
Il

e Win 10 B2 XZ MR EH T A KASLR » FIE#HEZ2ZE EternalBlue
E1EE HAL (& (Win10 BIEREEN &)
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Exploitation of SMBGhost

System Root hijack

o iz memory 1% > 218 KUSER_SHARED DATA skizEf=1£ Oxfffff78000000000

%3/2"&'“

#HEr R

o
_I_
11

B AR FER system call

AD R ERN

 SystemTime

e Syscall
° L/{EU E]:

U syscall instruction IiEiE >

* NtSystemRoot
DEV/CORE 5% ne

FA{LL linux

= d%”rf%lﬁ—;F'eﬁ H1F R4 E:H - User space &= mapping £ 0x7ffe0000 > {&F

Y vdso

/AN —— AN
B

> ik

—/E

1_

user HY



Exploitation of SMBGhost

System Root hijack

struct _KUSER_SHARED_DATA
{
ULONG TickCountLowDeprecated;
ULONG TickCountMultiplier;
volatile struct _KSYSTEM_TIME InterruptTime;
volatile struct _KSYSTEM_TIME SystemTime;
volatile struct KSYSTEM TIME TimeZoneBias;
USHORT ImageNumberLow;
USHORT ImageNumberHigh;
WCHAR NtSystemRoot [260] ;
ULONG MaxStackTraceDepth;
ULONG CryptoExponent;
ULONG TimeZoneld;
ULONG LargePageMinimum;
ULONG AitSamplingValue;
ULONG AppCompatFlag;

DEV/CORE .



Exploitation of SMBGhost

System Root hijack

e NtSystemRoot
 Used by ntdll'LdrpLoadDLL

. BEE={FMA ntdll'RtIGetNtSystemRoot Y15 dll &1 » iE1@ api i 2 EHIE
"t KUSER_SHARED_DATA EY{&

o [REARIREA (C:\Windows)\)
o FELERZAFZIRIE IR - W] A DLL Hijacking

e MLEE KnownDlls thZ2#8e] A Hijack
DEVCORE £5%Time




Exploitation of SMBGhost

System Root hijack

Direction Tyg Address Text

Up LdrpBuildSystem32FileName+1A call RtlGetNtSystemRoot

L= D... RtlpAssemblyStorageMapResolutionDefaultCallback+5D call RtlIGetNtSystemRoot

= D... IsOverlaySupportedPath+2B call RtlGetNtSystemRoot

= D... RtlpDiskSpeedInitialize+C call RtlGetNtSystemRoot

= D... RtlQueryResourcePolicy+9F30F call RtlIGetNtSystemRoot

= D... RtlQueryResourcePolicy:loc_1800A8E43 call RtlIGetNtSystemRoot

= D... LdrpGetModuleName:loc_1800BDD21 call RtlGetNtSystemRoot

= D... CsrpLocalSetupForSecureProcess+3A call RtlGetNtSystemRoot

= D... CsrpLocalSetupForSecureProcess+FA call RtlGetNtSystemRoot

= D... CsrpLocalSetupForSecureProcess+125 call RtlGetNtSystemRoot

= D... LdrplnitializeProcess:loc_1800D32FD call RtlGetNtSystemRoot

= D... LdrplnitializeProcess+ED2 call RtlGetNtSystemRoot

= D... AVrfpLoadAndInitializeProvider+B7 call RtlGetNtSystemRoot

= D... .rdata:0000000180119B86 dd rva RtIGetNtSystemRoot

L= D... .rdata:000000018013E35C RUNTIME_FUNCTION <rva RtlIGetNtSystemRoot, rva byte_1
= D... .rdata:off_18014C528 dd rva RtIDispatchAPC, rva A_SHAFinal, rva A_SHAInit, rva
k= D... .pdata:000000018016C398 RUNTIME_FUNCTION <rva RtlIGetNtSystemRoot, rva byte_1

©

O O O O U U U U U U T T T T T T

DEV/CORE &,



Exploitation of SMBGhost

System Root hijack

* NtSystemRoot

e C:\Windows\ -> \?\UNC\{IPA\Windows\
 Sechost.dll

* Hijack svchost.exe (User : System)

o Svchost 7£ createthread FF= % loaddll » BIGEZF—F

o UIRA kernel (EFEE A » TN BINTIERE » Low integrity thiEH

DEV/CORE .



Exploitation of SMBGhost

System Root hijack

11:45:... 'B- MsMpEng.exe 2916 FAReadFile \\10.211.55.31\Windows\System 32\sechost dll SUCCESS Offset: 503,808, Length: 32,768, |/0 Flags: Non-cache...
11:45:... '@ MsMpEng.exe 2916 [FAReadFile \\10.211.55.31\Windows\System32\sechost .dll SUCCESS Offset: 393,216, Length: 32,768, 1/0 Flags: Non-cache...
11:45:... ‘M- csrss.exe 552 [BACreateFile \10.211.55.31\Windows\SYSTEM32\gdi32full dll ACCESS DENIED Desired Access: Read Attributes, Disposition: Open, Op...
11:45:28.49551564 PM g 2916 [FAReadFile \\10.211.55.31\Windows\System32\sechost .dll SUCCESS Offset: 569,344, Length: 4,096, 1/0 Flags: Non-cached...

1:45:.... "W MsMpEng.exe 2916 BReadFiIe \W10.211.55.31\Windows\System32\sechost dll SUCCESS Offset: 73,728, Length: 32,768, 1/0 Flags: Non-cached...
11:45:... ‘M- csrss.exe 552 BCreateFile \W10.211.55.31\Windows\SYSTEM32\gdi32full dli ACCESS DENIED Desired Access: Read Attributes, Disposition: Open, Op...
11:45:... B-csrss.exe 552 QCreateFile \W10.211.55.31\Windows\SYSTEM32\gdi32full dli ACCESS DENIED Desired Access: Read Attributes, Disposition: Open, Op...
11:45:... '@ MsMpEng.exe 2916 BCreateFileMapp... \W10.211.55.31\Windows\System32\en-US\sechost .dll.mui FILE LOCKED WITH ONLY READERS SyncType: Sync TypeCreateSection, PageProtection: P...
11:45.... ‘B MsMpEng.exe 2916 BAQueryStandardl...\\10.211.55.31\Windows\System32\en-US\sechost dll mui SUCCESS AllocationSize: 4,096, EndOfFile: 2,560, NumberOfLink ...
11:45:... 'B- MsMpEng exe 2916 [FAReadFile \\10.211.55.31\Windows\System32\en-US\sechost .dll. mui SUCCESS Offset: 0, Length: 2,560, 1/0 Flags: Non-cached, Pagin...
11:45:... W csrssexe 552 B\CreateFile \\10.211.55.31\Windows\SYSTEM32\gdi32full dll ACCESS DENIED Desired Access: Read Attributes, Disposition: Open, Op...
11:45:... ‘B-csrss.exe 552 B\CreateFile \W10.211.55.31\Windows\SYSTEM32\gdi32full dll ACCESS DENIED Desired Access: Read Attributes, Disposition: Open, Op...
11:45:... ‘M- csrss.exe 552 BCreateFile \W10.211.55.31\Windows\SYSTEM32\gdi32full dli ACCESS DENIED Desired Access: Read Attributes, Disposition: Open, Op...
11:45:... ‘W csrss.exe 552 @CreateFile \W10.211.55.31\Windows\SYSTEM32\gdi32full dll ACCESS DENIED Desired Access: Read Attributes, Disposition: Open, Op...
11:45:. . B-csrss exe 552 =hCreatefile \\10.211.55.31\Windows\SYSTEM32\qdi32full dll ACCESS DENIED Desired Access: Read Attributes, Disposition: Open. Op..

DEV/CORE .



Exploitation of SMBGhost

System Root hijack

e NtSystemRoot

* Problem

« £ UNC HJEEFEZE target access #B{E{a] unc —X » 52 unc driver ##]151E

K

o FHiaiERk BSOD [REAZE S =:EE csrss.exe load dll 5By » [K| A csrss B &

load BMEZEBA dIl » R E load kA FL =S54 process #ME > FLEERK
BSOD

e ZEFE — hijjack 3l svchost FiLE % path I [D] » B8 Z BIABESCEE csrss load dll
e £ SMBGhost B+ AZ)EA® > HZ5KH

DEV/CORE %
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 Exploitation of SMBGhost

 Method 2 - Abusing MDL
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Exploitation of SMBGhost

Abusing MDL

<‘> Ricerca Security Vv
> @RicercaSec

e Ricerca Secu rlty Our exploit team (@hugehOge, @ NANU ) has

succeeded at #SMBGhost pre-auth "remote"” code

execution.
* @h Ugeh 099 @_NANU_ While SMBGhost has gathered attention due to the

potential for RCE, as far as we know, nobody has

' ' published a PoC of RCE to date!!
* The first stable eXpIOIt A detailed report will be released later. &

BRI

* Only write a blog

_ BT (bose) potetisenseinoMacBook-Pro:exploit potetisens
. . fieE ei$ nc -v -1 4444
® I n O't re e ase ex O I't e Microsoft Windows [Version 10.0.18363,418] |
. Eﬁ}ﬁa‘ (c) 2019 Microsoft Corporation. All rights reserved 5

L C:\Windows\system32>]
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Exploitation of SMBGhost

Abusing MDL

« 7f KUSER SHARED DATA RifZEAEMEIE MDL 442

« SMB £l Response IF & SrvAllocStruct 45ZRJ MDL ptr FrigiiIEC 188
E 1% 2 E2A Response buffer

=

o tcpip.sys [B1{EHF > FLEiEIE DMA ;88X MDL #f§ physical address IS 3K
[o]1&

. NSRBI MDL SR ET e AT R IR B

« BIF®EE R T Response buffer &0 BcHY buffer
DE\V/CORE <o

NNNNNNNNNN

EHY

il




Exploitation of SMBGhost

Abusing MDL

Srv2DecompressData(){

(ALLOCATION_HEADER)decompress = SrvNetAllocateBuffer(OriginalCompressedSegmentSize + offset);

NTSTATIS status = SmbCompressionDecompress (
CompressionAlgorithm,
compressdata_ptr,
decompress—>buffer+offset,
OriginalCompressedSegmentSize,
&FinalCompressdSize)

if(status < @ || FinalCompressedSize != OriginalCompressedSegmentSize)<{
SrvNetFreeBuffer(decompress);
return;

}

if(offset > 0){
memcpy (decompress—>buffer,header + sizeof(compress_trans_header),offset);

}

); |
L

[ SronenacoReceTveBuTTer
DE\/CORE s<umm,

smbstruct,decompress




Exploitation of SMBGhost

Abusing MDL

e W17 SMB cmd #4T error B > #1472l Smb2SetError

o Hh=E[ENY Srv2SetResponseBufferToReceiveBuffer

» NFLERTE decompress 1& » Smb #1T Error BYIEIA T » FE=1E buffer &
EE

e Receive buffer

 Response buffer

 Decompress buffer
DEV/CORE 5%



Exploitation of SMBGhost

KUSER_SHARED_DATA

Fake MDL

MDL addr

DEV/CORE .



Exploitation of SMBGhost

\xfeSMB

SMB Data

DE\/CORE
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SMB Data

DE\/CORE Use DMA to leak secret data in physical memory




Exploitation of SMBGhost

Abusing MDL

Client(Attacker) Server

Negotiate request

—

>

Negotiate Response
47

Session setup (NTLM)

—

Craft a special message Session setup resp

‘7

X Response message
B CaoEsaas by using DMA with our MDL

srvnet!SrvNetSendData

SMB decompress error
response

Get the content of
physical address

DEV/CORE .



Exploitation of SMBGhost

Abusing MDL

« BEFELIRIE T DMA TR
e SrvNetSendData

- Smb REAREEL B function » BIELRIELCENIE buffer » REE
@i tepip ARAERA MDL RIRERA MDL Ariiiieac iR &)

o IFRMRILABESTRIRY MDL » 5555145 physical 5t A double-mapping 5 I
mapping %l Virtual Address # » Z1& Response FFFL & % system buffer

Y data

DEV/CORE &,
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Abusing MDL

e SrvNetSendData

if (v ==1)

:
1

if ( LODWORD(v6[5].mdl) )

:
1

vis = v6->mdl; e ————— S —————————————r s —
vl9 = (v18->MdlFlags & 5) != @ ?§v1i8->MappedSystemVa : MmMapLockedPagesSp

o NormalPagepriority);  J

-

if ( v19[6]

&& (int)SrvNetCompressData((unsigned int *)v6) < @

&& WPP_GLOBAL Control != (PDEVICE OBJECT)&WPP GLOBAL Control
&% (HIDWORD(WPP_GLOBAL Control->Timer) & 0x2000) != @

&& BYTE1(WPP_GLOBAL Control->Timer) >= 2u )

DEV/CORE .
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SMB Data

DEV/CORE = MDL
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SMB Data

DEV/CORE &%t MDL Double-mapped
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Abusing MDL

o« FRAMAILATE physical address 0x1000 i & A EFEENAS » £ windows 10 FH
EEE mapping £l Hal heap

« A[¥E1S HAL Heap HY Virtual Address

o 1 A[¥E4F hal.dll L&

 From Alex lonescu’s talk Getting Physical with USB Type-C: Windows 10
RAM Forensics and UEFI Attacks
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Exploitation of SMBGhost

Abusing MDL

o i MRPILABIRTEIE MDL

e HMRERDIEE MDL->MappedSystemVA FiLRr]LAzE:Z buffer {4
response buffer

* Arbitrary virtual memory reading

« FILDATE hal.dll ¥615 nt &z HalpInterruptController i &

DEV/CORE &,
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Abusing MDL

DEV/CORE .



Exploitation of SMBGhost

Abusing MDL

e SrvNetSendData
» 5% function Z¥JR16EL SMB £ 83 A48

0oL

=+

gNtE A size of SMB header > U]

R leak NUB = /EE A TS Access violation(BSOD)

v6->mdl->MappedSystemVa = (char *)v6->mdl->MappedSystemVa - 4;

v6->mdl->ByteOffset -= 4;
v6->mdl->ByteCount += 4;

*(_DWORD *)v6->mdl->MappedSystemVa

DEV/CORE .

_byteswap ulong(v6->size);
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Abusing MDL

 How to solve the access violation problem ?

« FIJFH compress IHAE (SrvNetCompressData)

« £ SrvNetSendData # » YNREXFH compress » BIE 2 HECHETAY buffer 2K X
mdl->MappedSystemVA » E L= G E leak B data ] compress 1&[g]
18 > B A SMB header Bl th Z{FAFTHY buffer

new netalloc = SrvNetAllocateBuffer(LODWORD(old->size), ©i64);

v3 = 1;
v7 = TdiCopyMdlToBuffer(old->mdl, @, new netalloc->buf, 0, old->size, &BytesCopied);

DEV/CORE .
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Bypass DEP

* Overwrite PTE to make some page to ERW
* ExAllocatePool

* Allocate a NonPagedPool memory

DEV/CORE .
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Bypass DEP

 PTE (Page Table Entry)

 Each page of virtual address is associated with PTE, with contains the PA
to which the virtual one is mapped.

» Page #ERFZESE PTE FORE » WRFAI I BMSEE PTE tFn n] BAMER(E
e memory #EPE bypass DEP

DEV/CORE &,
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DirBase

P
RAM

Page Map Level 4 Page Directory Pointer Page Directory Page Table
DEVCORE £,




Exploitation of SMBGhost

Bypass DEP

Oxffffff8000000000

Oxffff800000000000

0x800000000000
No Access

Ox7ffffff0000

DE\V/CORE ssem, 0x0
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Bypass DEP

 How windows to manage page table ?
o Self-ref entry

* This technique consists of using one entry at the highest paging level
by pointing to itself.

* In 64 bits, this entry is located in the PML4

 Thatis, there is a PTE point to PML4 so that system can modify any
PTE to manage page table.

DEV/CORE &,
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Bypass DEP

g
: RAM

Page Map Level 4 Page Directory Pointer Page Directory Page Table

DEV/CORE .
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Bypass DEP

Page Map Level 4 Page Directory Pointer Page Directory Page Table

DEV/CORE .
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Bypass DEP

e How to locate PTE of O
* Find the Self-ref entry

o OxfffffO0000000000 + 0x800000000*(self-ref entry)

» |t also the base of Page table

DEV/CORE &,



Exploitation of SMBGhost

Bypass DEP

Assume self-ref entry is Ox1ed
Oxfffff00000000000 + 0x800000000*0x1ed = Oxffffff6800000000

Page Map Level 4 Page Directory Pointer Page Directory Page Table
DEVCORE &%
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Bypass DEP

o 38X windows 2L 0x1ed EA self-modify entry ElItt Page table RO &
EER » EE attack A HEFFIEREE Z (12X page table

o 1EMEARNRRA » ZSEEBIZ1E 0x100-0x1ff PEHE—(EEE » SN =
AE > MRBEEELCIERRZER » FJ1E nttMmPteBase %15 Page table i &

e YNRABIEE physical address 1 r] BA1iE 0x1ad000 (PML4 of system

process)¥k ! self-entry L& » £MiE L Page table 7£ virtual address AY1iz
=

DEV/CORE &,



Exploitation of SMBGhost

Bypass DEP

o 1 El Sef-ref entry 218 > B fr] AR B8 AR page BN ERY PTE » £
— bit (NX bit) ;&F% » % page FLE B HITHEFR

PML4_SELF_REF_INDEX = Oxled

def get_pxe_address(address):
entry = PML4_SELF_REF_INDEX;
result = address >> 9; # >> 12 << 3 (*8)
Llower_boundary = (OxFFFF << 48) | (entry << 39);
upper_boundary = ((OxFFFF << 48) | (entry << 39) + 0x8000000000 - 1) & OxFFFFFFFFFFFFFFF8;
result = result | lower_boundary;

result = result & upper_boundary;
return result

%
il
o}

DEV/CORE .
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Bypass DEP

e BMnl{Z22 KUSER_SHARED DATA page R » IN& 0B R & o] H{T

 J¥ shellcode & recover shellcode 2 KUSER_SHARD_DATA Eim

« ZEZ HalpApicRequestinterrupt
* Control RIP !

« B4 HalpApicRequestinterrupt &k
pointer L &

DEV/CORE &,
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KUSER_SHARED_DATA

Fake MDL

MDL addr E

Kernel APC Shellcode

DEV/CORE .



Exploitation of SMBGhost

Shellcode

 APC Injection shellcode

« IR A kernel code execution ;28 user mode A process B H &)

o FRAFILEAFTLRI LAFI A APC injection 5T » #% user mode APC inject Zl 51
BRAY Process H

s EEFENTHIER IRQL - ARZEYF - ZDEkZl paged memory

DEV/CORE &,
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Shellcode

 KAPC shellcode
 KAPC
* Find the target thread (svchost.exe)
* Allocate execute memory Iin user-space
* Copy shellcode to the memory
* Queue the use-mode APC
 UAPC

e Reverse shell
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Demo

? hitcon ||

TF 1222

A %8 T d0 ENG 2020/9/4 %

S
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Recover

. 1£%13 shell £7811Z#% _KUSER_SHARED_DATA page _# data &R

 [AlA& PatchGuard B{ri&E:% page Eim » R RBFZRIBERIEEE BSOD
e CRITICAL_STRUCTURE_CORRUPTION

DEV/CORE &,



Conclusion

* Although Ntsystem root hijack is not useful in this case, it also a powerful
method for EoP.

e |tis avery funny backdeor bug, and can learn a lot of knowledge about
Windows Kkernel

* |f you want learn windows kernel exploit, it an excellent case for you.
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Thanks

* |ucas Leong

e @_wmliang_
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Thank you for listening

angelboy@chroot.org . @scwuaptx
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